
As industry, government, military, financial in-

stitutions, IT industry, industrial control systems 

and other small and large businesses rely more 

and more on networking and cyberspace ser-

vices, they become increasingly vulnerable to 

various kinds of cyber attacks. The main issues 

at hand are  

  To ensure that cyberspace resources and 

services can effectively tolerate epidemic-

style cyber attacks such as viruses and 

worms, spam, and denial-of-service at-

tacks  

 To detect and instantaneously prevent new 

and unknown attacks at an early stage 

before they can penetrate the network 

 To provide the user with an improved level 

of situational awareness and ability to 

monitor and control the network 

 To protect critical infrastructure such as 

electricity, gas, water grid infrastructures 

from harmful cyber attacks  

THREAT MANAGEMENT  

 Anomaly-based Detection 

 Detect TCP, UDP attacks 

 Detect Flooding, IP Attacks 

 MAC Layer attack detection 

 Detect DNS attacks 

 Detect MODBUS attacks 

 

AUTOMATED/  

SEMI-AUTOMATED  

MANAGEMENT  

ACTIONS 

 Block, Configure, Filter Actions 

 Dynamic Policy changes 

 Provide FIREWALL Capabilities 

 

 

DASHBOARD AND  

VISUALIZATION 

 Network visibility 

 Network activity reporting 

 Alert prioritization and recom-

mended actions 

 

DEPLOYMENT 

Small and Medium Size Networks 

Enterprise Networks 

Critical Infrastructure 

 

 

BENEFITS 

 

 Zero Day Detection of new attacks using 

effective Anomaly Based Detection 

 

 Multilayer Behavior Analysis Technology to 

ensure higher than 99% detection rate and 

extremely low false alarm rate (less than 

0.5%) 

 

 Automated actions that respond quickly and 

effectively to protect against most types of 

attacks 

 

 Intuitive Graphical User Interface (GUI) and 

real-time visualization to enable easy moni-

toring & control of the network 

 

 Protection from cyber attacks on critical 

infrastructure like electricity, gas, and water 

grids 

 

 Proactive FIREWALL Capabilities provide 

active protection at all times 

JUNO10JUNO10  
The Ultimate Solution for All Layers SelfThe Ultimate Solution for All Layers Self--Protection Protection   



ABOUT AVIRTEK 

 

AVIRTEK is pioneering 

innovative autonomic 

management solutions to 

proactively and automati-

cally protect the opera-

tions of cyber infrastruc-

ture resources and their 

services in order to 

achieve trustworthy net-

worked services and ap-

plications.  

 

PLANDED PRODUCTS 

 

- JUNO10  

- AUTONOMIA 

 

MANAGEMENT TEAM 

Salim Hariri , Ph.D 

CEO and  Chairman  

salim.hariri@avirtek.com  

 

Internationally recognized 

authority on autonomic 

computing, cyber secu-

rity, control and manage-

ment, and high perform-

ance computing, pub-

lished several books on 

Autonomic Computing, 

High Performance Distrib-

uted Computing Tools.  

 

For more information visit :   

www.avirtek.com 

FEATURE SUMMARY 
 

 Anomaly-based Detection 

 Multi-layer behavior Analy-

sis 

 IP, TCP, UDP, DNS, MAC 

Layer attack Detection 

 SCADA application protec-

tion (MODBUS Protocol) 

 Automated/Semi-

Automated Actions 

 Proactive Firewall capabili-

ties 

 Dashboard for visualization 

and management 
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Deployment Options 

ENTERPRISE DEPLOYMENT 

SMART GRID DEPLOYMENT 

SMALL SIZE NETWORK 

DEPLOYMENT 


