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Our dependence on Information Technologies (IT) has introduced a new form of vulnerability that gives cyber-attackers the op-
portunity to launch attacks against our national infrastructure (national defense systems, air traffic control systems, power grind con-
trol systems, etc.) . Understanding the vulnerability of our Cyber-infrastructure and how to quantify it becomes critically important to
secure and protect our IT services and resources. The formal definition of survivability is the ability of the system to provide essential
services in case of faults, attacks or accidents in a timely manner. Security in general focuses on recognition and resistance of attacks,
but survivability includes faults and accidents.
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vided into sub-events and then we calculate how the system re-
sponses to those events in resisting, recognizing and recovering
from these events.
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