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Abstract— The human immune system is incredibly efficient
at identifying self- and non-self entities in our bodies. A non-self
entity (malicious), once identified, is attacked by certain types
of cells to remove the intruder before it can cause damage. Our
immune system has components that not only identify non-self
entities, but also recall old entities that may not have been
encountered for a very long time, but it is still very important
that these entities be correctly classified as malicious. The
domain of cybersecurity can significantly benefit from having a
framework that is able to identify, react and adapt to malicious
behaviors. Such a model for cyber protection should draw a
parallel to our immune system, at least at a high level. In this
work, we present a flexible framework that leverages machine
learning to identify malicious behaviors that are threats to
users, computers and applications in a network. We have
identified this framework after considering the components that
are required to allow the system to identify, react and adapt
to malicious behaviors. The proposed framework relies on the
collection and aggregation of information relevant to identifying
such malicious behaviors, machine learning – to automatically
learn and identify non-self behaviors, and an adaptation mech-
anism to incorporate new threats for future classification. We
benchmarked the proposed approach on a data set collected
from multiple users, computer and applications, and we show
that attacks (i.e., non-self behaviors) can be identified and
mitigated through software. We compared classification models
that perform binary classification (i.e., self or non-self), as well
as multi-class predictions (i.e., what type of non-self behavior
is being detected).

I. INTRODUCTION

There is an increasing dependency of individual users,
as well as businesses, on secure computers and computer
networks. Furthermore, there is also an increase in the
threats that an adversary can compromise them by using
malicious agents. Thus, there is an urgent need for the
accurate, adaptive and automatic detection of cyber-attacks
and intrusions has emerged. The ever increasing need for
the adaptive, autonomic detection of and protection against
attacks/intrusions is evident given the nature of today’s
technological climate. Current cyber-security approaches are
failing to stop hackers from infiltrating cyber-systems, which
is apparent given the recent breaches in security. These intru-
sions have been occurring with ever increasing frequency in
the last decade. For example, in September of 2016, Yahoo
revealed that in 2014 it had an intrusion that resulted in the
theft of at least 500 million Yahoo accounts [1]. In another
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instance, Quest Diagnostics, a New Jersey-based medical
laboratory company, had a data breach on Monday December
12, 2016 in which the personal and medical data of about
34,000 people was stolen [2]. In yet another instance, which
occurred on May, 2016, the names and passwords of more
than 360 million Myspace accounts were stolen [3]. These
are just some of the numerous intrusions that have occurred
or have been reported in this year alone. Also, one needs to
keep in mind that these samples are for high profile cases that
get the attention of the media. For each case that is reported
there are many others that occur without public notice.

The need for intelligent and autonomic methods for
identifying malicious types of behaviors cannot be over-
stated enough. In autonomic management, the cyber infras-
tructure and services would be seamlessly managed (self-
management) with little involvement by users and system
administrators [4]–[6]. In this paradigm, the management
system seamlessly adopts its policies and control algorithms
to meet their performance requirements (self-optimize), re-
configure its resources to tolerate hardware and/or software
faults (self-heal), and stop and/or mitigate the impacts of
threats and cyber-attacks (self-protect).

These types of behaviors from an autonomic management
system for malicious threat detection has strong parallels to
that of the human immune system. At a high level there are
components to continuously monitor and observe a system
for non-self entities [7]–[9]. Once a non-self entity (abnor-
mal/malicious) is detected, the threat is removed from the
system. The non-self entity is added into the memory (i.e.,
learned from) of the “cyber” immune system to detect such
an entity at a future time. A cyber-defense system should
leverage the same types of qualities, namely: continuous
surveillance, threat mitigation and autonomic learning.

In this contribution, we introduce a new framework that is
inspired by the high-level components of the human immune
system to protect users and applications from malicious
cyber activities. The proposed Self-Protection Agent (SPA)
models behaviors of users and adversaries then uses machine
learning to provide a predictive model that can be deployed
in a real-time environment thatontinuously monitor users and
applications. We demonstrate the effectiveness of the pro-
posed approach by benchmarking the SPA real-world data,
and we apply multiple types of attacks to normal operation of
computers. We observe very high classification rates of non-
self (malicious) activities. Furthermore, we implemented the
SPA in a real system and confirm the experiment that were
performed offline during the SPA validation phase.

This manuscript is organized as follows: Section II dis-



cusses related work in cyber self-protection, Section III
provides a detailed discussion of the SPA from the data
collection to threat mitigation, Section IV presents the pre-
liminary results of the SPA evaluated on threats to users
and applications, and Section V draws conclusions from this
work.

II. RELATED WORKS

A. Cyber Threat Identification

There is a significant effort to address cyber threat iden-
tification in response to a failure of keeping computers,
users and applications safe from attacks. Khorshed et al.
proposed a system where insider activities in a cloud system
are monitored and modeled through machine learning. Their
approach used a C4.5 decision tree in Weka to predict on data
[10], [11]. The goal of the system was to be able to classify
the activities into the following categories: reboot physical
machine, malicious insider cloning virtual machine (VM),
malicious insider copying everything from VM, malicious
insiders taking snapshot of VM, installing a new guest VM
on the same physical hardware, and turning on any guest
VM on the same physical hardware [12]. This approach
for threat identification is similar to our own in the fact it
also uses machine learning; however, they focused on the
specific case of insider threats in a cloud system whereas
our framework can be applied to any cyber-infrastructure.
The work in [13] proposed performing data mining on log
files to detect patterns that allow for the detection of brute
force password cracking and denial of service attacks. This
method relies on system logs in order to function and is
ineffective against malicious activities which effectively hide
and do not show on logs. Our behavior based approach is
able to detect these threats without reliance on logs.

Forrest et al. proposes a methodology in which computer
systems are protected by distinguishing self from other. This
is done through a change detection method based on the
generation of T cells in the immune system [14]. The system
proposed only focuses on the detection of computer viruses
and does not, at the time of the paper’s writing, take the
entire infrastructure into account like our approach.

Our approach builds upon the previous research performed
at the NSF Cloud and Autonomic Computing Center (CAC).
The framework presented in this paper is an extension of
the autonomic computing paradigm developed at CAC. The
autonomic computing paradigm was inspired by the human
autonomic nervous system. Under this paradigm, an auto-
nomic computing system should be a system that has self-
awareness, is self-protecting, self-optimizing, self-healing,
self-configuring, contextually aware, open and anticipatory
[4]. In addition to all these criteria, the proposed framework
adds another dimension based on the human immune system
by using machine learning to model the behavior of users,
computers and applications and then using these models to
detect cyber attacks.

The behavior analysis modeling as well as the autonomic
computing paradigm used in the proposed framework were
previously implemented as part of the Multi-Level Anomaly

Based Autonomic Intrusion Detection System [15]. This
system provides defense against both known and unknown
network attacks. It makes use of autonomic computing to
automate the system and defends the network by detecting
abnormalities in network operation that deviate from normal
network behavior. The framework presented in this work
extends upon this idea by also protecting computers, users
and applications against cyber attacks.

III. A FRAMEWORK FOR THREAT DETECTIONS WITH
ENSEMBLES

A. An Overview of the Proposed Approach

Figure 1 shows an overview of our proposed pipeline
for a self-protection agent (SPA). We briefly discuss the
general framework at a high level before going into more
detail about each component. In ordered to build a SPA
there needs to be data that is valuable for protecting users,
computer and applications. Furthermore, the data must be
informative to the entity being protected and the data must
be able to characterize each entity uniquely. The uniqueness
of the entity that are represented by the data collection is
analyzed using exploratory data analysis to identify the types
of machine learning model that should be used in the SPA.
The output of the exploratory data analysis phase is used
to learn and validate a model for SPA. Finally, the SPA is
deployed in a real-time system with system intervention if
malicious behavior is classified.

While this framework is somewhat generic, it is designed
so that at each phase the SPA is using the best view of the
information that is available to be successful in practice.

B. Data Collection and Exploratory Data Analysis

A software agent was created for Windows computers for
the data collection and aggregation. The Windows software
agent was written using C#. C# was chosen as the language
for this agent since it allows for the easy gathering of
information about the computer. This programming language
has many built in functions that provides information about
computers, users as well as applications. A large amount
of data and information is obtained by using C# to perform
queries to the Windows Management Instrumentation (WMI)
API. WMI is a core Windows management technology that
can be used to manage both local and remote computers.
WMI can collect information about the internal state of
computer systems and it models objects such as disks,
processes using classes. The software agent is meant to
run continuously in the background in a loop, gathering the
latest values of the collected features and inserting them as
individual records associated with a time stamp in the central
database during each loop iteration.

From the database, the data can later be extracted as CSV
files for processing and analysis. The database is composed
of the tables shown in Figure 2.

The systems table stores a record of each computer that is
monitored and protected by the SPA. The users table stores
a record of each user that is monitored and protected by the
SPA. The computer records table stores the data collected
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Fig. 1. Overview of the data science pipeline for learning and validating a self-protection agent (SPA). The SPA is designed to protect users/computer
and applications from various types of malicious behaviors. The framework follows a methodical processes to select the appropriate models for the SPA.

Fig. 2. Self Recognition Database Schema

for all computers monitored by the SPA. The user records
table is analogous to the computer records table but for user
data. The processes table is analogous to the previous two
tables but for application/process data.

The Self Recognition Database stores the following fea-
tures for computers, users and applications (see Appendix).
These features were chosen for several reasons. First, boolean
features such as Firewall Active, Anti-virus Enabled and
Anti-virus Updated were chosen because they can by them-
selves already let us know if the computer is not in an ideal
state. Any change in these type of features from 0 to 1
is a strong indicator of malicious actions. Second, numeric
features such as CPU Load, Memory Load, TCP Listener
Connections and Active TCP Connections do not by them-
selves necessarily indicate that there are non-self/malicious

activities happening at a computer or being performed by
an application or user, but by creating a model that takes
all of these features into account, we can detect a change
from the norm and thus detect non-self and potentially
malicious behavior. We collected and gathered as many
features as we could obtain from WMI in order to attempt to
completely characterize each computer, user and application
with the knowledge that features that ended up not actually
contributing to the characterization would be dropped during
feature selection at the data analysis phase.

We perform exploratory data analysis on the features
collected into the SPA database (see Figure 1). Our first step
is to gain an understanding about the separation between the
normal and malicious profiles as understanding this allows us
to intelligently select the appropriate model for classification.
The primary reason for performing this analysis is Occam’s
razor [16], [17], which states that we should select the
simplest model that allows the SPA to model the data. Figure
3 shows a feature by feature scatter matrix plot. In this figure,
each numeric feature in the data set is plotted w.r.t. all of
the other feature (i.e., the third entry in the first row plot the
feature X1 on the x-axis and feature X3 on the y-axis). The
diagonals show the histogram of a single feature separated
by class. The red and black points represent normal (self)
and malicious (non-self), respectively. Note that the data are
standardized and scaled prior to these plots. There are several
observations we can make from these plots:

• The joint informativeness of many of the pairwise
comparisons is quite low and there are not two sets of
features that can be easily identified to easily separate
the data.

• Many of the scatter plots show regions of linear cor-
relation between many of the data samples; however,
due to the overlap between the normal and malicious



samples these linear relationships.
In an attempt to get a better understanding of the data,

we apply principal components analysis (PCA) to the data
collected from users/computers to visualize the data in 3D
[16], [17]. The objective for PCA, which finds a projection
that maximizes the variation is given by:

Var(Z) = max
w∈Rp

{
1

n− 1
wTXXTw

}
, s.t. ‖w‖22 = 1.

where w projects the original variable x onto a line; however,
w’s projection is the one that maximizes the variance such
that w is a unit vector. These projection vectors are the eigen-
vectors of the covariance matrix of data matrix X, where
the eigenvectors corresponding to the largest eigenvalues
are the projections that contains the most variation. Figure
4 shows the projection of user data onto a 3-dimensional
space and the cumulative percentage of variance contained
in the leading eigenvectors. Note that we have standardize the
data prior to performing the projection. There are a few key
observations to take away from these plots. Figure 4(a) shows
a clear separation between the normal and malicious profiles,
but we also observe that the different types of malicious
samples cluster together. It is also important to not (while
difficult to see from Figure 4(a)) that there is some overlap
between the classes. Secondly, most of the variation, roughly
80%, is contained in the first three principal axis. Thus, the
complexity of the classifier need not be large based on the
visualization.

C. Threat Identification with an Ensemble of Support Vector
Machines

As shown in Figure 1, the SPA takes the data from
collectors running on protected machines, which are stored
in the Self Recognition Database (SRD), to build a classi-
fication module that is designed to protect computers and
applications. To achieve this objective, we use an ensemble
of classifiers to identify malicious behaviors for the SPA.
An ensemble of classifiers is when multiple classifiers are
trained on a task (i.e., data set) then at testing time, their
outputs are strategically combined [18]. An ensemble-based
approach was selected for the SPA based in several reasons
that can be summarized as: (a) ensembles have been shown
to perform empirically well on a broad set of problems [19];
(b) ensembles have some nice theoretical properties (e.g.,
Boosting ensembles [20] and the Condorcet’s Jury theorem);
(c) ensembles work well on problems when there is too much
or little data [21], [22]; and (d) ensembles have the ability
to exploit the power of weak learnability.

The support vector machine was down selected as the
ensemble’s base classifier [23], [24], and their popularity
was one reason for their selection [25]–[28] Furthermore,
the support vector machine solves binary problems, which
is a natural fit do discriminating between self- and non-
self patterns, The support vector machine is a classifier that
maximizes the margin between two classes (e.g., malicious
or normal) [23]. Given a data sample x, we need to determine
the class (i.e., self- or non-self). The support vector machine

makes a prediction ŷ = sign(wTΦ(x) + b). If ŷ = +1 than
x is normal otherwise ŷ = −1 is a malicious sample. Φ(·) is
a non-linear projection to a higher dimensional space, which
allows us to solve non-linear classification problems and w is
the vector that the support vector machine optimizes. Though
the primal form of the support vector machine is easiest to
interpret, we present the commonly used dual form of the
optimization problem, which is given by:

arg max
α∈Rn

n∑
i=1

αi −
1

2

n∑
i=1

n∑
j=1

αiαjyiyjK(xi,xj)

s.t.
n∑
i=1

αiyi = 0, 0 ≤ αi ≤ C

where C is a box constraint for the width of the margin, αi
are Lagrange multipliers and K(xi,xj) is given by

Φ(xi)
TΦ(xj) = K(xi,xj) = exp

(
−‖xi − xj‖22

σ

)
which is a radial basis function kernel. This kernel allows
the support vector machine to solve non-linear classification
problems and avoid the calculation of Φ(·) explicitly by using
the kernel trick. The classification function is given by:

ŷ = sign

( n∑
i=1

αiyiΦ(xi)

)T

Φ(x) + b


= sign

(
n∑
i=1

αiyi K(xi,x) + b

)
where we have used the definition of w (see [29]). The
free parameters for the support vector machine are C and
σ, which are both bound lower bounded by zero. Luckily,
the optimization task shown above is a quadratic program-
ming problem that can be efficiently solved using sequential
minimal optimization [30].

One of the important aspects of our SPA is the ability
to learn and adapt to multiple types of attacks when they
are made available; however, we would prefer to avoid
completely retraining from scratch. Therefore, we can use an
incremental implementation of the support vector machine
[31], or an incremental version of the base-classifier that
a user would choose for their SPA. An SVM, even the
incremental one presented in [31], are binary classifier that
can only predict on two classes. While this is useful for iden-
tifying self- and non-self behaviors, it would also be useful
to identify the type of malicious behavior is being classified.
Knowing the type of attach can be useful for determining
a mitigation strategy. Therefore, we propose to use error
correcting output codes (ECOC) to strategically learn and
combine binary classifiers to solve multi-class problems [32].
The general intuition behind ECOC is to break the multi-
class problem into dichotomies, where classifiers are trained
on different combinations of classes, but each problem is a
binary classification task. A testing time the data is matched
to a class by finding the closest code word (i.e., Hamming
distance). As an example consider 7 classifiers trained on



Fig. 3. Feature by feature scatter matrix plot where each feature is plotted w.r.t. all of the other features. The red and black points represent normal (self)
and malicious (non-self), respectively.
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Fig. 4. Visualization of the user/computer data in a 3D space by using principal components analysis (PCA). The multiple types of attacks that were
run against a computer/user cluster together in the 3D space, which is a promising result if we are to build a classifier. Furthermore, the regardless of the
attack type, the points still cluster together in the same region of feature space. Note there is a limited amount of data for some of the attack classes. The
figure on the right shows the cumulative percentage of variation retained in each of eigenvectors.

different binary problems (based on 4 classes in the original
data) that are defined in the matrix C [18]:

h1 h2 h3 h4 h5 h6 h7
ω1 0 0 0 1 0 1 1
ω2 0 0 1 0 0 0 0
ω3 0 1 0 0 1 0 1
ω4 1 0 0 0 1 1 0

where ωk is a class and hm is a classifier. Given x, if the
classifier’s predict h = (0, 1, 1, 0, 1, 0, 1) then the respective

Hamming distances are 5, 3, 1, and 5 to the code words in
the table (i.e., the rows). Therefore, ECOC would choose ω3

as the label for x. The distances are calculated as follows:
let C ∈ {0, 1}K×M , K be the number of classes (i.e., types
of attacks+1) and M be the number of classifiers then the
class that ECOC selects is the one such that

ω∗ = arg min
j∈[K]

{
M∑
i=1

|h(i)−C(j, i)|

}



D. Mitigation of Threats with Intervention

The threats were mitigated through the use of a software
agent that runs in the background on protected comput-
ers. This software agent receives signals from the machine
learning engine in the SPA and performs protective actions
once the if a threat is detected in a computer, application or
user. To reduce the false alarms in non-self malicious user
behavior detection, we adopt Challenge-Response approach
by requiring each user to provide the correct answers to a
priori selected set of questions as shown in Figure 5. Then at
runtime, if the SPA detects any non-self user behavior, it will
ask the user to answer one or more random questions from
the list as shown in Figure 5. If the user did not answer one
of the question correctly during a specified period of time,
an alert is generated and a signal is sent to the software
agent on the affected machine to take the appropriate action.
These actions include but are not limited to locking user
account, disabling the user account, locking the machine,
shutting down the computer, rebooting the computer, etc. If
the user answers the questions correctly, the event will be
logged and the user and/or the application model will be re-
trained on the new behavior. The questions and answers for
each user are stored in a secure central database inside the
SPA server.

IV. EXPERIMENTS

This section presents the experimental design and results
of the proposed SPA implemented using ECOC with SVMs
on the data collected from our data SRFs.

A. Practices Followed

The classification results are presented in terms of a
confusion matrix, and also report the accuracy, sensitivity and
F-score for the binary classification problem. A confusion
matrix is a table that is used to describe the performance of
a classifier on a set of test data for, which the true values are
known. The rows represent the class of the prediction that
our model made and the columns are the true prediction. This
allows us to observe the types of mistakes our model com-
mits and the class which the model makes the mistake on.
The tables are populated from 5-fold cross validation, where
the k-fold splits are performed using stratified sampling. The
accuracy is the number of fraction of correct classification
to total number of items classified, the sensitivity is the true
positive rate, and the F-score is the harmonic mean of the
precision and recall [33].

B. Preliminary Results

1) Attacks on Users/Computers: For the attacks on users
we first collected normal operational data for two users
running on two Windows 10 computers that were also set
up as web servers. We then collected data for those users
as each of the following attacks was run on their respective
computers using their accounts:

1) HeavyLoad – HeavyLoad was run on the computers
in order to simulate an attack/malicious program that
maximizes the usage of the computer’s resources. The

TABLE I
ACCURACY, SENSITIVITY AND F-SCORE OF THE SPA TRAINED ON A

SELF- VS NON-SELF TASK.

Computer #1 Computer #2
Accuracy 99.51 99.81
Sensitivity 98.99 98.46
F-score 99.16 99.01

resources maximized by the program are CPU usage,
GPU usage, memory usage and hard disk usage. Ex-
amples of malware that can cause this kind of behavior
include malicious programs that force a computer to
join a botnet that mines bitcoins, a malicious program
which uses the affected machine as part of a distributed
denial of service attack amongst others.

2) HTTP Flood – Using a program called LOIC (Low
Orbit Ion Cannon) we flooded each of the computers
with thousands of HTTP packets simulating a denial
of service attack, which are common specially in im-
portant and/or high profile servers such as government
servers and bank servers.

3) Slow HTTP – Using the SlowHTTPTest tool in Kali
Linux, a version of Linux that contains multiple attack
tools, we ran the Slowloris attack against the com-
puters. The Slowloris attack is an application layer
denial of service attack that opens as many connections
to a web server as possible and keeps them open as
long as possible. It does this by creating as many
connections as it can and for each of these connections
it only sends a partial request. The connections are kept
open by sending subsequent HTTP headers through the
connections but never completing the request. This has
the effect of eventually filling the server’s connection
pool causing it to then reject legitimate connections.
This is another variant of a denial of service attack
which does not require a flood of packets. This attack
is used to perform a denial of service attack while
at the same time circumventing any flood detection
technologies the victim might have in place.

4) T50 – Using the T50 tool in Kali Linux, a version of
Linux that contains multiple attack tools, we flooded
the computers with network packets of various proto-
cols including: TCP, UDP, ICMP, IGMPv2, IGMPv3,
EGP, DCCP, RSVP, RIPv1, RIPv2, GRE, ESP, AH,
EIGRP and OSPF. This attack is similar to the HTTP
flood but the key difference is that it combines packets
of multiple protocols so that even if a firewall is
blocking packets for some protocols, the attack can
still work.

Figure 7 shows the results of the SPA for defending users
data on two different computers. The green and red squares
represent correct and incorrect classifications, respectively.
First, the accuracy for both the multi- and binary-class
problem is 99%+; however, one of the attacks (T50) is not



Fig. 5. Mitigation of threats GUI that prompts the user to answer several questions to verify that the computer/application is not compromised.
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Fig. 7. Visualization of errors being made by a binary and multi-class classifier on data collected from users/computers viewed as a confusion matrix.
The classes are defined as follows: (0) normal, (1) heavy load, (2) HTTP flood, (3) slow HTTP, and (4) T50. Note that the data were collected from two
computers; however, data for a slow HTTP attack were not available.

able to be learned likely due to the small sample size for
the first computer (see Figure 7(b)). That is to say there
are only 9 samples from the class, and the HTTP flood has
nearly 2.2k samples. Such an under-representation can make
it difficult for the classifier to learn the attack [34]–[36]. It is
worth noting that computer #2 was able to detect this attack;
however, computer #2 was not trained on the slow HTTP
attack due to the availability of data. For both computers
we observe very favorable results in terms of the correct
identification of normal (self) and malicious (non-self). The
binary classifiers’ accuracy, sensitivity and F-score are shown
in Table I.

2) Attacks on Applications: For the attacks on applica-
tions, we decided to test the SPA using an application that is
commonly used by a large number of users, thus we decided
use Mozilla Firefox, a commonly used open source web
browser, for this test. We first collected normal operational
data for the web browser. Next, we collected operational data
while we had Firefox render pages with malicious JavaScript,
in order to analyze it. The following types of malicious
JavaScript scripts were run on the browser:

1) Infinite JavaScript loop – A JavaScript script that runs
an infinite loop. This has the effect of making the
process running the script hang.
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Fig. 8. Visualization of errors being made by a binary and multi-class classifier on data collected from applications (Firefox) viewed as a confusion
matrix. The classes are defined as follows: (0) normal, (1) heavy load, (2) HTTP flood, and (3) slow HTTP.

2) JavaScript Fork Bomb – A JavaScript script that runs
a function that calls itself twice causing death by
recursion.

3) Heap of Death – This script infinitely expands an array
in memory greatly increasing the processes memory
usage until it runs out of allocated memory.

One observation to immediately make is that these types of
non-self attacks should be very easy to identify given the
nature of the attack.

Figure 8 shows the results of the SPA for defending users
data related to the Firefox application for a specific user. As
expected the number of mistakes made by both the binary
and multi-class SPA are very with detection rate typically
greater than 99%, which is not surprising given the type of
attack being run against the Firefox application. This result
is observed for both the binary and multi-class SPA.

C. Mitigation of Threats with Intervention

The mitigation of threats was tested by running the attacks
described in the previous sections against a protected com-
puter. When the attacks were run against the computer and
detected by the SPA, the appropriate actions were triggered.
These actions include the initial challenge response prompt,
which attempts to authenticate the user in order to avoid false
positives. Once the user fails to authenticate successfully,
the event gets logged for display in the dashboard shown
in Figure 9 the software agent on the computer locks the
machine so no further malicious actions can be performed
by the attacker/intruder.

V. CONCLUSIONS

Defense against malicious cyber activities is one of the
most important aspects facing a community where all de-
vices are networked together, which allows for attackers

to exploit vulnerabilities. This work presented an approach
to classifying self- and non-self behaviors by developing a
machine learning framework that was inspired by the hu-
man immune system. Our framework focuses on protecting
users/computer and applications from several known types
of attacks. A support vector machine is used within an
ensemble of classifiers that are learned and combined using
error correcting output codes (ECOC). This framework make
it possible for incremental learning (if a incremental support
vector machine is used) and allow for learning new types of
attacks over time. We benchmarked out proposed framework
on multiple types of non-self behaviors on computers and
applications. The experimental results show that the proposed
approach provides reliable classifications and the SPA is able
to mitigate threats through Q&A once the threat is detected.

Our future work includes implementing the self-protection
agent as a truly adaptive intelligent system by using machine
learning tools from incremental learning [37]–[39].
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